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QUESTION 1

You have a new Microsoft 365 tenant.

You need to ensure that custom trainable classifiers can be created in the tenant.
To which role should you be assigned to perform the configuration?

A. Security administrator

B. Security operator

C. Global administrator

D. Compliance administrator

Correct Answer: D

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=0365-worldwide

QUESTION 2
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

In an environment that has on-premises
resources and cloud resources,

should be the primary security perimeter.

the cloud

a firewall

identity

Microsoft Defender for Cloud
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Correct Answer:

Answer Area

In an environment that has on-premises
resources and cloud resources,

should be the primary security perimeter.

the cloud

a firewall

identity

Microsoft Defender for Cloud

QUESTION 3
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
Digitally signing a document requires a private key. Q O
Verifying the authenticity of a digitally signed document requires the public O O
key of the signer.
Verifying the authenticity of a digitally signed document requires the private (@) O

key of the singer.

Correct Answer:
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Statements Yes No
Digitally signing a document requires a private key. O O
Verifying the authenticity of a digitally signed document requires the public [O O
key of the signer.
Verifying the authenticity of a digitally signed document requires the private Q O

key of the singer.

Box 1: Yes

A certificate is required that provides a private and a public key.

Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature.
Box 3: No

Reference:

https://support.microsoft.com/en-us/office/obtain-a-digital-certificate-and-create-a-digital-signature-
€3d9d813-3305-4164-a820-2e063d86e512

https://docs.microsoft.com/en-us/dynamics365/fin-ops-core/fin-ops/organization-administration/electronic-signature-
overview

QUESTION 4

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Statements

Microsoft Secure Score in the Microsoft 365 security center can provide
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you can view how your Microsoft
Secure Score compares to the score of organizations like yours.

Microsoft Secure Score in the Microsoft 365 security center gives you
points if you address the improvement action by using a third-party
application or software.

Correct Answer:

Statements

Microsoft Secure Score in the Microsoft 365 security center can provide
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center, you can view how your Microsoft
Secure Score compares to the score of organizations like yours.

Microsoft Secure Score in the Microsoft 365 security center gives you

points if you address the improvement action by using a third-party
application or software.

QUESTION 5

Yes

Yes
| O

| o

No

No

You need to automatically apply a sensitivity label to documents that contain information about your company\\'s

network including computer names, IP addresses, and configuration information.

Which two objects should you use?

Each correct answer presents part of the solution. (Choose two.) NOTE: Each correct selection is worth one point.

A. an Information protection auto-labeling policy

B. a custom trainable classifier

C. a sensitive info type that uses a regular expression
D. a data loss prevention (DLP) policy

E. a sensitive info type that uses keywords

F. a sensitivity label that has auto-labeling
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Correct Answer: AB
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-worldwide

QUESTION 6

Which type of identity is created when you register an application with Active Directory (Azure AD)?
A. a user account

B. a user-assigned managed identity

C. a system-assigned managed identity

D. a service principal

Correct Answer: D

When you register an application through the Azure portal, an application object and service principal are automatically
created in your home directory or tenant.

QUESTION 7
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

In Azure Sentinel, you can automate common tasks by using v

deep investigation tools.
hunting search-and-query tools.

playbooks.
workbooks.
Correct Answer:
Answer Area
In Azure Sentinel, you can automate common tasks by using v

deep investigation tools.
hunting search-and-query tools.
|playbooks.

workbooks.
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Reference: https://docs.microsoft.com/en-us/azure/sentinel/overview

QUESTION 8

Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct
answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Correct Answer: BCD

QUESTION 9

What should you use to ensure that the members of an Azure Active Directory group use multi-factor authentication
(MFA) when they sign in?

A. Azure Active Directory (Azure AD) Identity Protection

B. a conditional access policy

C. Azure role-based access control (Azure RBAC)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Correct Answer: B

The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies.

Conditional Access lets you create and define policies that react to sign-in events and that request additional actions
before a user is granted access to an application or service.

QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
method.

Windows Hello for Business can use a PIN code as an authentication mathod,

Windows Hello for Business authentication information syncs across all the devices
registered by a user.

Correct Answer:

Answer Area
Statements Yes No
Windows Hello for Business can use the Microsoft Authenticator app as an authentication | O
method.
Windows Hello for Business can use a PIN code as an authentication method. | O |
Windows Hello for Business authentication information syncs across all the devices : O |

registered by a user.

Box 1: No

The Microsoft Authenticator app helps you sign in to your accounts when you\\'re using two-factor verification. Two-
factor verification helps you to use your accounts more securely because passwords can be forgotten, stolen, or
compromised.

Two-factor verification uses a second factor like your phone to make it harder for other people to break in to your
account.

Box 2: Yes

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on devices. This
authentication consists of a new type of user credential that is tied to a device and uses a biometric or PIN.

Box 3: No

Windows Hello credentials are based on certificate or asymmetrical key pair. Windows Hello credentials can be bound
to the device, and the token that is obtained using the credential is also bound to the device.

Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview
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QUESTION 11

What is a function of Conditional Access session controls?

A. prompting multi-factor authentication (MFA)

B. enable limited experiences, such as blocking download of sensitive information

C. enforcing device compliance

D. enforcing client app compliance

Correct Answer: B

Conditional Access session controls enable user app access and sessions to be monitored and controlled in real time
based on access and session policies. Based on this definition, the best answer for your question is B. enable limited

experiences, such as blocking download of sensitive information. https://learn.microsoft.com/en-us/azure/active-
directory/conditional-access/conceptconditional-access-session

QUESTION 12

Which score measures an organization\\'s progress in completing actions that help reduce risks associated to data
protection and regulatory standards?

A. Adoption Score

B. Microsoft Secure Score

C. Secure score in Microsoft Defender for Cloud
D. Compliance score

Correct Answer: D

https://learn.microsoft.com/en-us/purview/compliance-score-calculation

QUESTION 13
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:
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Answer Area

A security information and event management (SIEM)

A security orchestration automated response (SOAR)

An attack surface reduction (ASR)

system is a tool that collects data from multiple systems, identifies correlations or
anomalies, and generates alerts and incidents.

Correct Answer:

Answer Area

A security information and event management (SIEM)
A security orchestration automated response (SOAR)

An attack surface reduction (ASR)

system is a tool that collects data from multiple systems, identifies correlations or
anomalies, and generates alerts and incidents.
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